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REMOTE 
(ONLINE) 
LEARNING: 
What is 
NEW

You may need to use Zoom or other 
videoconferencing tools

Using formal 
chat Raising Hands

Understanding 
expectations

Connecting 
with peers

You need to Plan to turn your camera on. It’s 
easier to communicate clearly – and engage 
fully – when you’re able to see each other

You won't have the luxury of a physical, 
dedicated classroom









The PANDEMIC
For SH and Teachers

• Online education was viewed as 
a form of  crisis management

• “Not homeschooling…not 
distance learning…not online 
schooling” but rather “COVID-
19 SCHOOLING” (Hughes & 
Jones, 2020) 

• Equity in education and access 
became more apparent than 
ever (Buchholz et al., 2020)



SAFE SPACE?





“Spaces where communities can freely express themselves 
without fear…that do not tolerate violence, bullying, or hate 
speech...” - Safe Space Alliance



An agreement owned by the whole
group, that includes:

• Speaking one at a time 

• Listening to each other 

• Being OK to change our minds

• Purposely disagreeing with 
statements, but not with people

• Seeking to understand one 
another but not necessarily to 
agree

• Being aware of body language 
and appropriate language to be 
used 

• Remembering to decide what to 
share 

Adapted from Republic Act No. 11313 or 
The Safe Spaces Act (Bawal Bastos Law)



“When students share 
their ideas and take 

intellectual risks…foster 
encouraging and 

constructive interactions 
among other students”

- Catlin Tucker, The Techy Teacher/Creating 
a Safe Digital Space, ASCD



SAFE DIGITAL 
SPACE
No “threats of sexual violence,
sexual harassment, physical 
violence, anti-LGBTIQ+ 
comments, racist comments, 
body-shaming, purposeful 
embarrassment, stalking, and 
abusive and insulting 
language.”

- Patricia Therese C. Mirador (April 19, 2022) 
Amicus Curiae: “Safe spaces in the digital world”



• Safe digital spaces are used 
to promote rights, 
specifically, that of  minority 
groups, children and youth, 
or women and girls

• New technologies can be 
used to provide support, 
including humanitarian aid in 
the form of  e-Mental Health 
services, even in areas that 
are remote, difficult to 
access, and sometimes 
unsafe for the service 
providers

Source: Digital Debate 4: How Safe are Safe Digital Spaces? Retrieved from: 
https://icscentre.org/our-work/digital-debates-archive/digital-debate-4-how-safe-are-safe-digital-spaces/

https://icscentre.org/our-work/digital-debates-archive/digital-debate-4-how-safe-are-safe-digital-spaces/


T.G.I.F.



FLAMERS, TROLLS, LURKERS
WATCH OUT

DO WE 
HAVE A 
SAFE 
DIGITAL 
SPACE?





From the Manila Bulletin: (Artwork by Ariana Maralit/https://mb.com.ph/2021/01/26/soaring-high/

https://mb.com.ph/2021/01/26/soaring-high/




INVASION OF PRIVACY
The case stemmed from students of ________ who were not 
allowed to participate in graduation exercises due to their 
provocative posts on Facebook. 

The parents of the students filed a case against the school 
over the invasion of privacy. 

The Philippine Supreme Court ruled in favor of the school 
stating that nothing is ever private on Facebook.

Source: St. Theresa’s College Cebu Case. G.R. No. 202666, September 29, 2014, as cited by Karen Brutas
(Foundation for Media Freedom) “Social Media and Privacy: The Philippine Experience” 
https://fma.ph/resources/resources-gender-ict/social-media-and-privacy-the-philippine-experience/#_ftnref11

https://fma.ph/resources/resources-gender-ict/social-media-and-privacy-the-philippine-experience/




The people who were 
“canceled” are not tried 
in the court of law they 
are being tried instead 
in the court of public 
opinion. And this is the 
punishment being 
administered

- Samantha Haskell of Boise State University, from her 
Mastersentitled “Cancel Culture: A Qualitative 
Analysis of the Social Media Practice of Canceling,”

Image from: Cancel Culture and Social Media. Retrieved from 
https://www.ethicssage.com/2021/05/cancel-culture-and-social-media.html

https://scholarworks.boisestate.edu/cgi/viewcontent.cgi?article=2984&context=td
https://www.ethicssage.com/2021/05/cancel-culture-and-social-media.html




HISTORICAL 
REVISIONISM

• Consists of  revisiting the sources 
of  a historical record or period with 
a different perspective or new data 
that could alter how we see it 
• The way of  revisiting history has 
both positive and negative aspects

Source: Sofía García-Bullé (August 20, 2021) What is Historical Revisionism? Retrieved from: https://observatory.tec.mx/edu-
news/historical-revisionism

https://observatory.tec.mx/edu-news/historical-revisionism






Source: Rappler. Retrieved from: https://www.rappler.com/nation/visayas/san-
carlos-bishop-alminaza-calls-boycott-maid-malacanang-film/

At a time when fake news often and easily eclipses the truth, 
Maid in Malacañang is a very, very dangerous and powerful 
tool to obscure history.
Hugo Zacarias Yonzon IV (Aug 9, 2022)  Katips vs. Maid in Malacañang Is a Battle of Intent vs. 
Execution

https://www.rappler.com/nation/visayas/san-carlos-bishop-alminaza-calls-boycott-maid-malacanang-film/


Reactions
“People died, were tortured and you think their sufferings are tsismis? ________, alam ko na
laos ka at ito lang ang gig mo after many years kasi di ka magaling na artista, pero sana you 
kept quiet and take your money nalang instead of saying dumb shit like this,” a netizen said.

“I am a history major student and just to clarify, we do not go to our campus or museum just 
to flock and talk about “chismis”. We study really hard everyday thru reading and 
authenticating data to give the rightful information and preserve history,” another netizen 
said.

Prominent historian ____________ also reacted on ____’s statement.
“Don’t confuse history with chismis. History may have its bias but it is based on fact not 
opinion,” he said. 

‘History is like tsismis’



FROM PHISHING 
TO VISHING

• Phishing involves enticing email or 
text messages into clicking on links to 
files or websites that harbor malware. 
The links may also appear in online 
advertisements that target 
consumers.

• Vishing uses verbal scams to trick 
people into doing things they believe 
are in their best interests. Vishing 
often picks up where phishing leaves 
off.

Source: What is Vishing by Kaspersky https://www.kaspersky.com/resource-
center/definitions/vishing

https://www.kaspersky.com/resource-center/definitions/vishing


GHOSTING
• Sudden withdrawal of  communication with 

long-term romantic or informal dating or 
work relationships, friendships

• No drama, no hysterics, no questions 
asked, no need to provide answers or 
justify any of  their behavior, no need to 
deal with someone else’s feelings. 

• For the person who is ghosted, there is no 
closure and often deep feelings of  
uncertainty and insecurity. 

Source: Susan McQuillan (Feb 1, 2020) “Ghosting: What It Is, Why It Hurts, 
and What You Can Do About It” https://www.psycom.net/what-is-ghosting

https://www.psycom.net/what-is-ghosting


• False information is news, stories, or 
hoaxes created to deliberately misinform or 
deceive readers. Usually, these stories are 
created to either influence people’s views, push 
a political agenda or cause confusion and can 
often be a profitable business for online 
publishers. 

• False information can deceive people by looking 
like trusted websites or using similar names 
and web addresses to reputable news 
organizations.

• According to Martina Chapman (Media Literacy 
Expert), there are three elements to fake news; 
‘Mistrust, misinformation, and manipulation’.

FAKE NEWS

Explained: What is False Information (Fake News)?  Retrieved from: https://www.webwise.ie/teachers/what-is-fake-news/

https://www.webwise.ie/teachers/what-is-fake-news/


JAMES WEBB 
SPACE TELESCOPE



PROXIMA CENTAURI



Source: A prominent scientist posted an image of a distant star he said was taken by the Webb telescope. It was actually a slice of chorizo. Retrieved from:

https://www.cbsnews.com/news/scientist-etienne-klein-posts-webb-telescope-image-star-actually-slice-chorizo-apology/

https://www.cbsnews.com/news/scientist-etienne-klein-posts-webb-telescope-image-star-actually-slice-chorizo-apology/


Chain letter image from: https://mbbrad4d.medium.com/one-of-gods-
messengers-sent-me-a-chain-letter-574656d7e8b8

https://mbbrad4d.medium.com/one-of-gods-messengers-sent-me-a-chain-letter-574656d7e8b8


CYBERBULLYING
• Sending, posting, or sharing negative, harmful, 

false, or mean content about someone else
• Can include sharing personal or private 

information about someone else causing 
embarrassment or humiliation 
• Takes place over digital devices like cell phones, 

computers, and tablets
• Can occur through SMS, Text, and apps, or 

online in social media, forums, or gaming 
where people can view, participate in, or share 
content 

Source: What is Cyberbullying. Retrieved from: https://www.stopbullying.gov/cyberbullying/what-is-it

https://www.stopbullying.gov/cyberbullying/what-is-it


COMMON EXAMPLES
• Sending mean texts or Instant Messages to 

someone

• Pranking someone’s cell phone

• Hacking into someone’s gaming or social 
networking profile

• Being rude or mean to someone in an online 
game

• Spreading secrets or rumors about people 
online

• Pretending to be someone else to spread 
hurtful messages online

Source: Cyberbullying and Prevention. Retrieved from: https://www.hockeycanada.ca/en-ca/hockey-programs/safety/cyberbullying/facts/examples-kids-teens-adults

https://www.hockeycanada.ca/en-ca/hockey-programs/safety/cyberbullying/facts/examples-kids-teens-adults


ONLINE HARASSMENT OR ABUSE
§ Severe - of serious consequences
§ Pervasive - steady drumbeat of incidents, or a coordinated 

onslaught
§ Online includes email, social media platforms (such as 

Twitter, Facebook, Instagram, and TikTok), messaging apps 
(such as Facebook Messenger and WhatsApp), blogging 
platforms (such as Medium, Tumblr, and WordPress), and 
comments sections (on digital media, personal blogs, 
YouTube pages, and Amazon book reviews)

Source: Online Harassment Field Manual by PEN America. Retrieved from: https://onlineharassmentfieldmanual.pen.org/defining-online-harassment-a-glossary-of-terms/#zoom

https://onlineharassmentfieldmanual.pen.org/defining-online-harassment-a-glossary-of-terms/


Source: Philippine Daily Inquirer. Retrieved from: https://newsinfo.inquirer.net/1641318/coa-flags-deped-purchase-of-pricey-outdated-laptops

https://newsinfo.inquirer.net/1641318/coa-flags-deped-purchase-of-pricey-outdated-laptops


GLOSSARY OF TERMS
• Astroturfing
• Concern Trolling
• Cross Platform Harassment
• Cyber-mob Attacks
• Cyberstalking
• Deepfake
• Denial Of Access
• Denial Of Service (DOS) Attacks
• Dog Whistling
• Doxing

• Hacking
• Hashtag Poisoning
• Hateful Speech
• Nonconsensual Intimate Images
• Online Impersonation
• Online Sexual Harassment
• Threats
• Swatting
• Zoombombing



Maximizing SAFE 
DIGITAL Space



Global Citizen
• is aware of  the wider world and role 

as a world citizen

• respects and values diversity

• Understands how the world works

• outraged by social injustice

• participates in the local and global 
community

• willing to act to make the world a 
more equitable and sustainable 
place

• takes responsibility for actions

Source: https://blog.discoveryeducation.com/blog/2019/04/01/globalcitizenship/

https://blog.discoveryeducation.com/blog/2019/04/01/globalcitizenship/


GLOBAL 
CITIZENSHIP 
EDUCATION

• An educational response to global trends 
and challenges:
• globally oriented knowledge
• values …interconnectedness, cultural 

sensitivity, and empathy 
• Skills…relating to critical thinking, civic 

participation, and activism 

Source: Digital Technologies to Advance Global Citizenship Education in Schools, Centre for Human Rights and Citizenship Education Institute of Education, 
Dublin City University 2020 



DIGITAL 
CITIZENSHIP

norms of behavior about the use of 
technology

comprises the concepts of 
responsibility, rights, safety, and 
security

continuously developing norms of 
appropriate, responsible, and 
empowered technology use



Source: Digital Citizenship Education Handbook (2019) 
Council of Europe



Key elements of Global [Digital] Citizenship Education (Martinez Sainz & Barry, 2019) 



Key Elements 
of Global 
(Digital) 
Citizenship 
Education

Rights: refers to the rights individuals have in a global and 
interconnected society 

Relationships: emphasizes cooperation, collaboration, conflict 
resolution, communication and empathy. 

Identities: focuses on cultural identity, religious diversity, freedom of 
expression, inclusion, multiculturalism, etc.

Agency: refers to the individual capacity to make autonomous 
decisions within a global and interconnected society

Engagement: encompasses the awareness of global issues and 
challenges 

Duties: refers to the responsibilities of individuals in a global and 
interconnected society 



“When our students are global 
citizens, they are more 
empathetic, worldly, and 
understanding…”

National Education Association: https://www.nea.org/professional-excellence/student-engagement/tools-tips/teaching-global-citizenship-classroom

https://www.nea.org/professional-excellence/student-engagement/tools-tips/teaching-global-citizenship-classroom


10 Benefits and characteristics of a Digital Citizen. Retrieved from: https://impactotic.co/en/digital-citizen-benefits-features/

DIGITAL CITIZENSHIP

1. You can find new job and professional opportunities
2. ___ make better use of time
3. ___use tools that will allow you to improve your experiences
4. ___study much more
5. ___browse safer and without being a victim of digital crimes
6. ___be more efficiently related to public and private entities
7. ___protect your identity and information
8. ___ not cheat with false news
9. ___ learn to behave
10. ___ know where you are standing

https://impactotic.co/en/digital-citizen-benefits-features/


Image downloaded from:  https://www.emilymaclean.com/blog/digital-citizenship

https://www.emilymaclean.com/blog/digital-citizenship


Notable 
Practices

Policies and initiatives supporting the 
inclusion of  digital citizenship in the 
curriculum. 

• United Nations’ Sustainable 
Development Goals and Millennium 
Development Goals 

• UNESCO Bangkok’s notable national 
programs that foster digital 
citizenship from the Asia-Pacific 
region

• SEAMEO INNOTECH’s promotion and 
successful integration of  digital 
citizenship to the 21st-century life of  
the learners. 





You can access the webinar materials here: https://bit.ly/DigitalWellbeing-materials

https://bit.ly/DigitalWellbeing-materials




DIGITAL 
DIVIDES

As we continue to move in this changing digital environment, 
students, teachers, and school administrators need to address some 
pressing issues surrounding digital citizenship. 

• access and inequalities among the schools, students, and teachers, 
and 

• availability of  resources in schools most especially tools and 
equipment such as internet connectivity, computers, mobile phones, 
and educational applications and software. 





“Digital technologies change at 
a rapid rate, and it will be very 
challenging and difficult to keep 
up with measures to prevent 
and mitigate risks associated 
with ICT use. Thus, a proactive 
approach would be to educate 
children, teachers, and parents 
on digital literacy and 
citizenship, or in other words, 
how to be a good citizen in the 
digital world”

• Fostering Digital Citizenship through safe 
and responsible use of ICT: A review of the 
current status in Asia and the Pacific, 
UNESCO



SUMMARY



TO MAXIMIZE 
THE SAFE 
SPACE

1. Embrace
GLOBAL 
CITIZENSHIP and 
exercise DIGITAL 
CITIZENSHIP



TO MAXIMIZE 
THE SAFE 
SPACE

2. Be aware of your 
DIGITAL FOOTPRINT, be 
VIGILANT, and exercise 
DISCERNMENT



TO MAXIMIZE 
THE SAFE 
SPACE

3. VISIT, READ, and STAY IN 
TOUCH with government, 
Non-Government 
Organizations, or other 
institutions that promote 
Digital Safe Space and 
DIGITAL CITIZENSHIP



TO MAXIMIZE 
THE SAFE 
SPACE

4. THINK of relevant 
and meaningful uses 
of DIGITAL 
TECHNOLOGY



TO MAXIMIZE 
THE SAFE 
SPACE

5. SEEK advice. 
There is no 
SUBSTITUTE for 
Parental advice when 
you feel lost in the 
cyberspace



TO MAXIMIZE 
THE SAFE 
SPACE

6. Always 
THINK BEFORE 
YOU CLICK



TO MAXIMIZE 
THE SAFE 
SPACE

1. Embrace GLOBAL CITIZENSHIP and 
exercise DIGITAL CITIZENSHIP

2. Be aware of your DIGITAL FOOTPRINT, be 
VIGILANT, and exercise DISCERNMENT 

3. VISIT, READ, and STAY IN TOUCH with 
government, Non-Government 
Organizations, or other institutions that 
promote Digital Safe Space and DIGITAL 
CITIZENSHIP 

4. THINK of relevant and meaningful uses of 
DIGITAL TECHNOLOGY

5. SEEK advice. There is no SUBSTITUTE for 
Parental advice when you feel lost in the 
cyberspace

6. Always THINK BEFORE YOU CLICK



Don't say anything 
online that you 
wouldn't want to be 
plastered on a 
billboard with your 
face on it

- Erin Bury
CEO & Co-founder, Willful



“Remember, with 
great power 
comes great 
responsibility"

- Uncle Ben, 'Spider-Man', 2002



“We lived on farms, 
and then we lived in 
cities, and now we 
are going to live on 
the internet.”

Photo retrieved from: https://www.imdb.com/title/tt1285016/mediaviewer/rm880244480/?ref_=tt_ov_i

- Sean Parker (played by Justine 
Timberlake), ‘The Social Network', 2010

https://www.imdb.com/title/tt1285016/mediaviewer/rm880244480/?ref_=tt_ov_i


THANK YOU
Dr. Juan Robertino “Robbie” Macalde

Senior Specialist/Head
Learning Management and Information Unit 

LDMO-SEAMEO INNOTECH
Email: robbie@seameo-innotech.org

mailto:robbie@seameo-innotech.org
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Astroturfing

Definition: Astroturfing is the dissemination or amplification of content 
(including abuse) that appears to arise organically at the grassroots level 
and spread, but is actually coordinated (often using multiple fake 
accounts) by an individual, interest group, political party, or organization

What to do: Astroturfing is effective because harassers go to great 
lengths to make fake accounts seem real. Nevertheless, it’s a good idea 
to check for signs that an account might be fake (see the guidance on 
fake accounts below). You can try deploying a supportive community to 
help you report accounts, block and mute, and document the abuse



Cross Platform Harassment

Definition: Cross-platform harassment is coordinated and 
deliberately deployed across multiple social media and 
communications platforms, taking advantage of the fact that most 
platforms only moderate content on their own sites

What to do: There is no easy way to deal with coordinated cross-
platform harassment. It’s critically important to tighten your 
cybersecurity to protect yourself from hacking and doxing. To cope 
with the volume and reach of the attacks, it helps to rally a 
supportive cyber community to share the burden of documenting, 
reporting, blocking and muting the abuse



Cyber-Mob Attacks (aka Dogpiling)

Definition: When a large group of abusers collectively attacks a target through a barrage of threats, slurs, 
insults, and other abusive tactics.

Outrage/Shame Mobs
A form of mob justice focused on publicly exposing, humiliating, and punishing a target, often for 
expressing opinions on politically charged topics or ideas the outrage mob disagrees with and/or has 
taken out of context in order to promote a particular agenda.

What to do: Trying to navigate cyber-mob attacks can feel like an exhausting game of whack-a-mole. If 
reporting the abuse isn’t getting you anywhere, consider asking a member of your support community to 
monitor and report the abuse on your behalf while you take a break. Other options include: launching a 
counterspeech campaign to reestablish a narrative or reclaim a hashtag associated with your username; 
making a statement on social media alerting your social network to the negative activity; and/or 
temporarily taking a break from or going private on your social media accounts until the worst of the 
harassment has passed.

https://onlineharassmentfieldmanual.pen.org/wellness/fight-back-write-back/


Deepfake

Definition: The use of “a form of artificial intelligence called deep learning” to make 
manufactured images, audio, and/or video that appear real. [Source: Guardian] 
These images, audio, and/or video are “mimicking speech or facial expressions so as 
to make it appear that someone has said or done something they haven’t.” [Source: 
The Boston Globe]. 

What to do: If a deepfake image or video of you starts circulating online, report it—
and the accounts posting or sharing it—wherever possible. Try a reverse image 
search using all or part of the photo to figure out where else it may have spread 
and continue reporting. To protect yourself from further violations of your privacy, 
ake some time to research what information is available about you online and try to 
reduce it or limit its visibility. You may also consider speaking out to discredit the 
deepfake and enlisting a support community to help you with research, reporting, 
and counterspeech.

https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them
https://www.bostonglobe.com/2019/12/13/opinion/deepfakes-are-coming-what-do-we-do/
https://onlineharassmentfieldmanual.pen.org/deploying-supportive-cyber-communities/


Dog Whistling

Definition: Using words or symbols with a double (or coded) meaning that is abusive 
or harmful, sometimes to signal a group of online abusers to attack a specific target 
[PEN America and IWMF, Totem Project]

What to do: For dog whistling to work as abusers intend, only the abusers can know 
of the double-meaning of the terms or symbols deployed. One potentially effective 
way to respond is through counterspeech. Consider reclaiming the symbol or word or 
rallying a supportive cyber community to expose the dog whistle and undermine its 
power

https://learn.totem-project.org/courses/course-v1:IWMF+IWMF_OH_EN+001/courseware/9232d4362b944ccf9281df61b6f8c815/9ad90e35522c4ef1844f850329c389b7/


Doxing (aka Doxxing)

Definition: The publishing of sensitive personal information online—including 
home address, email, phone number, social security number, photos, etc.—to 
harass, intimidate, extort, stalk, or steal the identity of a target. Short for 
“dropping docs,” doxing was a revenge tactic among ’90s computer hackers, 
according to HTML.com.

What to do: Check out the Protecting Information from Doxing section of this 
Field Manual for tips on preparing for and preventing doxing. If you’ve already 
been subjected to doxing, immediately report the dox to the platform on 
which it appears, and do your best to assess the threat level to your safety. If 
you believe that the doxed information could fall into the hands of someone 
intent on harming you, please consider involving your local law enforcement 
immediately.

https://html.com/blog/doxing/
https://onlineharassmentfieldmanual.pen.org/assessing-online-threats/


Online Sexual Harassment (aka, Cybersexual Abuse, Gender-Based Harassment)

Online sexual harassment encompasses a wide range of sexual misconduct on digital platforms. Those who identify as women 
and/or LGBTQIA+ are the common targets

Deadnaming - Revealing a target’s former name against their wishes to do them harm, a technique “most commonly 
used to out members of the LGTBQIA community who may have changed their birth names for any variety of reasons

Lollipopping - “Anything meant to infantilize a [woman], from calling her “hon” or “sweetie” to telling her she’ll get it 
when she gets older. Named after the candy that doctors and merchants handed out to young children, to placate them

Non-Consensual Intimate Images 

Sextortion - A form of black mail in which an abuser threatens “to expose a nude or sexually explicit image in order to get 
a person to do something.”

Unsolicited Pornography - Sending sexually explicit or violent images and videos to a target

Unwanted Sexualization - Sending “unwelcome sexual requests, comments and content” to a target

What to do: An important place to start is reporting the harassment to the platform on which it was received and 
documenting the abuse. 

https://onlineharassmentfieldmanual.pen.org/legal-considerations/documenting-online-harassment/

